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Login as Auditor

> Open IPS-Production via Citrix.

> Use the following access

Password: XxXxXxxxXx

Security Classification & Distribution

RAElectraNet

User Name: Auditor IPS-ENERGY™

() Windows authentication
(@ |IPS-ENERGY™ authentication

s
User Name: |.Fu_|d'rtnr| ‘\I

Password: |

[ ] Use on next logon

|User Profile based on:
IpslUserMame

[ ] Reset user settings to IP'S default
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Steps in IPS Comparison

1.1 Select the location.
1.2 Select the protection device.
1.3 Double click device to enter edit mode.

1.4 In edit mode, select “Relay Setting Comparison Tab”

Ganers | Devcs | Diotsl Device | Rty Data | Rsty Semnga Fitey Sete Comprecn | ssset Misnsgamart | OPSWAN | Becratit | CT Coreto Anset ks | VT Winding o Aaset Links
TR otte WA I e Teweey AT ; |msymrum(mmm§77—-—’a TEXD |
AREAM [P |SHE  [feca(AE | Praecton |LioeDie | Wcroproce | HAS-SSE v
Blecvaller’ SILGY S MOS0 L Prsectn | Diaaece | Mercproce HAZG-SES- | e, Feelyy-Pararnetes-Set history Data related 1o selected comparison
Dt Settrg e fruerd Aclive %’:‘“ Compersd  Data Name Data Descrgtion Fie Name ';:,
v [ |Proper
|21/082018 1027 AM [ |Proper
|21/m82012 1027 AM ] |Proper
|0809/2017 1208 PM O | Prepe
| DA/DNS 10,35 AM | O | Preper
| 24/102013 8:41 PM [ |Proper
11 A
Camparisen history related to selected parameter-set
Dencreen
lire (artad Pratucton,
[ —— T R e—r

e
P
ety
5A7 B Mo Commenrt
e
et e
o Computer LIONSET2 L] Lot Relny Autir [ 501 Semvar: Buiimess o 1t | Detabase ipsnengy encle.
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2.1 Under “Relay-Parameter-Set
history” window select the “Active”
Setting.

2.2 Right Click inside “Comparison
history related to selected
parameter-set” window and select
“New from Relay Text File...”

AElectraNet

General I Device | Digital Device I Relay Data I Relay Semngs| Relay Setting Comparison

Asset Management | OPSWY

| Relay Sefting Comparison (Database vs Sife)

Relay-Parameter-5et history

Data related to selected

Date Setting

In-Service
Since

Site-Setting Active Setting

Created On Type Campared

21/08/2018 10:27 AM
2 8 AM
21/08/2018 10:27 AM

08/09/2017 12:08 PM

Proper

04/02/2015 10:39 AM

Proper

241072013 841 FM

Proper

<

H 42 of 6 | b

b

Comparison history related to selected parameter-set

Date
Comparison

- Comparison

Type

General | Device | Digtal Device | Relay Data | Relay Settings

Responsible
Ori

Sheet Va

Relay Setting Comparison | Asset Management | OPSWAN | ElectraNet | CT Core to Asset Links | VTV

‘ Relay Setting Comparison (Database vs Site)

Relay-Parameter-Set history

Data related to selected comparison

In-Service

Date Setting o

Site-Setting
Created On

Setting

Active 71 Compared  Data Name Data Desciption

21/08/2018 10:27 AM
18 10:27 AM
21/08/2018 10:27 AM

Proper

Proper

08/09/2017 12:08 PM

04/02/2015 10:39 AM

24/10/2013 8:41 PM

[mljm}{m)m]

<

42 of 6| b Bl |

Comparison history related to selected parameter-set

<

[H <o Jeo|» ¥
Delta DB-Site | ASCI|

|

Date
Comparison

Comparisan
Type

R

Fanual Entry)..
Delete

Reset Comparison Type 5

Dekta related to selected comparisan
Responsible b

Onigin
Value DB

Sheet

Block Path

< <
HWoAlo Jofor bI|@) Retresh IEEI DY
Update
Update
Export Table...

Security Classification & Distribution



AElectraNet

3.1 A new window pops up.

3.2 Select “File explorer” icon and click “ NO” in the Import Native File
notification window.

] Compare Parameter-Set [SEL-421 0 -1] = B
Parameter-Set in Database Other Parameters to Compare with
[ Parameter-Set in DB [Rev.1] Parameter-Set in Relay |
- Param. I Relay text file
Qrigin Block Path Name Value Unit
» Imported-Relay Automation Logic...  AUTO_1 AMVDDT = V...
Imported-Relay Automation Logic... | AUTO_2 AMVDD2 =F...
Param. ) -
Imported-Relay Breaker Monitor/ | BKITYP 1 Block Path Name WValue Uit Description
Imported-Relay Breaker Monitor/ | BKZTYP 3
Imported-Relay Breaker Monitor/ | EBTMON N
Imported-Relay Breaker Monitor/ | EBZMOM M
Imported-Relay Breaker Monitor/... | 5B2AA1 IN104
Imported-Relay Breaker Monitor/... | 52AE1 IN105
W
<
Import
TICRE of3461 | b M | s (> M|
Delta
Relay 0 Mative file 7

Shest Origin Value DB Block Path i Value Relay

4 4 |E|of0| b bl | Assessment - |
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4.1 Another window pops up. e

Data m@

4.2 On it, select again the File
Explorer icon. e o

Hardware Version
Location Path BlectraNet/Davenpon/275 k
lanufacturer SEL
Relay Mode| Name | SEL-421
Relay Mods| Version | 002- 007
al Nu 2005215039
Microprocessor

Generated with readsr [SEL |
SEL

SEL4210-1

CAPETags OK
Wicroprocessor

Manufacturer o

List supported relay model/version info (Paftem)
RMI RvI Relay Software

Z007 AcSElerator
0421041112611HX  Z005 AcSElerator
0421041112611HX 2005 AcSELerstor
0421041112611HX 7004 AcSELerator

Text data reader:

Active sat: Detected langusge

Relay file content

L 1 ][Col 1]

4.3 Please select the “exported " file,

= 1 L+ Apollo, Armstrong (ENet) » Downloads » New folder » From Site v & Search From Site

l.e. (.xml, .txt, .urs, .csv, .rtf, etc.) from . ...

sfworklocs (\\ransdomidfs) (W) A Name

the file explorer window.

rchive (\transdamhdfs) (¥:)

Date medified Type Size

5] davp-bung-Y-421-20191023.1db 04/02/201510:36 ... AcSELerator® Qui...

rmstrong (\\transdom!\DFS\PGrid\As

|u_1 davp-bung-Y-421-20191023.xml 04/02/201510:36 .. XMLFile 1

raries

> Note: As found config file must be e

fusic

exported first to a file format that

ideos

waork

IPS pattern can read and

atrol Panel

v‘ Allfiles ()

1 I ™ antral Danal Fams
recognise. @

W Cancel
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Import Relay Parameter-Set [SEL SEL-421 0 -1] = = L

.
Relay text fie xS
| e
5 L] 1 C | I C k O K L] C\Users\apola0'\Downloads\New folder\From Site'\davp- _—J :
19 bung Y421-20191023xml @ [

FJ

Data Reader ]

5.2 3" window will disappear. —

Asset-Type Descrption | Distance protection Adive set Detected language
Fimuware Veon | R113 [ v| [Eny V]

Hardware Version
. . . caticn Path Bectraliel,Daverpor/275k | [ elay fils content |
3 tt I | SEL <?xml version="1.0" encoding="UIF-8"2> ”
2xml - leshe =" 1" href="d: ~bung-¥-421-20131023 _xs1"
5.3 Setting comparison will commence. . B ey ot i et s YR |
3y fersion - <Gzoup Name="Global">

Serial Number 2005215039

<Setting Hidden="0" CanPrinc="1" ValidState="1">

Technology Wicroprocessor <Setting»SID/Setting>
<Description»Station Identifier (40 characters)</Description>
Base Parameter Set <Range>Range = ASCII string with a maxizum length of 40.</Rang
<Value>Davenport_ F1941 to Bungama</Value>
<Comment/>
</Setting>
Generated wih rmeder [SEL g Hidden="0" CenPrint="1" VelidState:
SEL i
SEL-4210-1 <Description>Relay Identifier (40 characters)</Deseription>
CAPETags OK <Range>Range = ASCII string with a maximum length of 40.</Rang
Wicroprocessor <Value>BLOCKING SCHEME with CBF</Value>
<Corment/>
</Setsing>
Hidden CanPrint="1" ValidState

| SEL v

- - <Descripei of in Schema</ i on>
[List supported relay model /version info (Paitem) | <Range>Select: 1, 2</Renge>
RMI RVl Relay Software ~ <Value>Z</Value> r
5.4 When done. Assessment below s 20 st g
. . vsing> v
0421041112611HX  Z005 AcSElerator w >
0421041112611HX  Z005 AcSElerator

the “Delta” window will show “Failed” or e )
“OK”

L Parameter-Set in Database Other Parameters to Compare with
i) [ Parameter-Setin DB [Rev 1] [E) Parameter-Set in Relay

Param. Value Unit ~ Relay tex file
Name C:\Users\apolaD\Downloads \New folder\From Site\davp-bung-Y-421-20191023 xml @
L Imported-Relay Automation Logic... | AUTO_1 AMVODT

Imported-Relay | Autemation Logic... |AUTO_2 .
Imported-Relay | Breaker Monitor/ | BKITYP 1 Black Path Value Unit Description
Imported-Relay Breaker Monitor/ | BKZTYP 3 » Automation Logic.. | AUTC Free Form Log]

Crigin Block Path

A Imported-Relay Breaker Monitor/ | EBTMON N Automation Logic... » AMVODZ = F.. Free Form Logi
il Imported-Relay | Breaker Monitor/ | EBZMON N Breaker Monitor/ 1 BKITYP BK1 -
Imported-Relay | Breaker Monitor/ ... | 52441 IN104 v Breaker Monitor/ 3 BKZTYP BKZ ™ ¥
< > < >
H o4 of 3461 | b B H 4|1 of 3461 | b b]

Origin Value DB Block Path Param. Name Parameter Description Value DB Value Relay Remark 2

Imported-Relay Front Panel/Displ... DP_ELE3 DP_ELE3 Display Point 3 | PCT01Q, "TRIP ... | PCTO1Q. "TRIP ...

Imported-Relay Front Panel/Displ... | DP_ELE4 DP_ELE4 Display Point 4 | P5W27, "COMM PSV27, "COMM

Imported-Relay Group 1/5et 1/R.. | ¥G2 XiG2 Zone 2 Reactance 301 263

Imported-Relay Group 1/5et 1/R... | Z2ZMG Z2MG Zone 2 301 263

Imported-Relay Group 1/Set 1/R... | Z2P Z2F Zone 2 Reach 301 263

Imported-Relay Groun 1/SetR—TTOURTE~~  |TDUR1D SPT Min T D... |6 2 hd
4|1 of34 | b bl K Assessmen( |

N
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6.1 If assessment fails, right click inside Delta window
and select “Export to XL..”

Parameter-Set in Database Other Parameters to Compare with
[ Parameter-Set in DB [Rev.1] [E) Parameter-Setin Relay
Origin Block Path ﬁ;ﬁg‘ Value Unit 2 R‘?'E"‘m file
- . ‘C\Usars\apn\aD\ann\nads\Newfn\de(\me Ste'\davp-bung-Y-421-20191023 sl | @
[ incorted Relay | Automation Logic... AUTO_1
Imported Relay | Automation Logic... | AUTO_2 AMVOD2 = F
Imported-Relay Breaker Monitor/ | BKITYP 1 Block Path Value Unit Description XF
Imported-Relay Breaker Monitor/ | BK2TYP 3 » Automation Lagic... AUTO, /. Free Form Logic
Imported-Relay | Breaker Moritor/ | EBIMON N Automation Logic ¥ AMVOI2 - F Froe Fom Logic |22
Imported-Relay Breaker Monitor/ | EBZMON N Breaker Moritor/ 1 BKITYPBKI Ti.. |Ds
Imported-Relay | Breaker Monitor... | 52441 INT04 Breaker Moritor/ 3 BK2TYPBK2 T |71
Imported-Relay | Breaker Monitor/... | 52AB1 INT05 . Breaker Moritor/ | EBIMON N EBIMON Broske | c6
- PRV P SR P e R - - PP Py - = - N
M 4 of 3461 | b bl ] 4 of 3461 | b Bl
Delta
A Relay
Sheet  Origin Value DB Block Path Param. Name Parameter Description Value DB Value Relay Remark ~
» d D D D Di 0 0
[ | mportedRelay Front Panel/Displ... | DP_ELE4 | | DP_ELE4 Display Port 4 | PSV27, "COMM... | PSV27, "COMM
[0 | mportedRelay Group 1/5gt /R |XG2 \ ., \#G27Zone 2Reactance 301 263
Imported-Relay roup 1A (Zams \\ 7 [zmezenez | [sm 263
Imported-Relay Group 1/Set 1/R... |Z2P ZP Zgne pREN . [301 Delta Statistics...
[ | mportedRelay Group 1/Set 1/R... | TDUR1D KID,SFTwh Tip 0. |6 7 EpontorL.
[0 | mportedRelay Group 1/Set 1/R... | TDUR3D TDUR3D 3FT Min Tip D... |12 e——— v

TICRE o3 b bl | % Assessmey

— -

. 6.2 Rename excel comparison file for easy
identification.

] Mame Date m

87 davp-bung-Y-421-20191023.rdb 04/02/2
| davp-bung-Y¥-421-20191023 xml 04/02/2
davp-bung-Y-421-20191023-Compare20191023.xlsx 21/08/2
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REMARKS:

AElectraNet

Before concluding that there are changes, open the comparison excel file and
review the compared values. There are instances that “blank spaces” at the
end of “Param. Names” were added during the export process. IPS
recognises these spaces as different fields. These are not valid issues!

C D E F G H

B [Block Path Param. Name Parameter Description Value DB |Vallye |Remark
y |Bay Control/ MIMIC Busbar One-line Screen Number 9 Mot found in other Parameter-Set
y |Bay Control/ MIMICDATABASE [Connected Bay Control Database SEL Not found in other Parameter-Set
y |Global/Synchronized Phasor Measurement/ PHVOLT Include Voltage Terminal "combo of Y Mot found in other Parameter-Set
y |Group 1/Set 1/Relay Configuration/ E32 Directional Control AUTO Mot found in other Parameter-Set
y |Group 1/Set 1/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,V,1) |QV Not found in other Parameter-Set
y |Group 2/Set 2/Relay Configuration/ E32 Directional Control AUTO Mot found in other Parameter-Set
y |Group 2/set 2/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine/Q,v,I) |QV Mot found in other Parameter-Set
y |Group 3/Set 3/Relay Configuration/ E32 Directional Control AUTO Mot found in other Parameter-5Set
y |Group 3/Set 3/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combing Q,V,1) |QV Not found in other Parameter-Set
y |Group 4/Set 4/Relay Configuration/ E32 Directional Control AUTO Not found in other Parameter-Set
y |Group 4/set 4/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,v,1) |QV Not found in other Parameter-Set
y |Group 5/Set 5/Relay Configuration/ E32 Directional Control AUTO Mot found in other Parameter-5Set
y |Group 5/Set 5/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combingd Q,V,1) |QV Not found in other Parameter-Set
y |Group 6/Set 6/Relay Configuration, E32 Directional Control AUTO Not found in other Parameter-Set
y |Group 6/set 6/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine ,v,1) |Qv Not found in other Parameter-Set
y |Port 5/SEL Protocal/ AUTO Send Auto Messages to Port Yes Not found in other Parameter-Set
y |Port 5/SEL Protocal/ FASTOP Enable Fast Operate Messages Mo Mgt found in other Parameter-Set

Bay Control/ MIMIC Busbar One-line Screen Number 9 nd in database

Bay Control/ MIMICDATABASE [Connected Bay Control Database SEL  |Notfound in database

Global/Synchronized Phasor Measurement/ PHVOLT Include Voltage Terminal Y d in database

Group 1/Set 1/Relay Configuration/ E32 Directional Control AUTO |Mot foumd in database

Group 1/Set 1/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,V,1) Qv [Not found in database

Group 2/Set 2/Relay Configuration/ E32 Directional Control AUTO |Not founld in database

Group 2/Set 2/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,V,1) av in database

Group 3/Set 3/Relay Configuration/ E32 Directional Control AUTO in database

Group 3/Set 3/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,V,1) Qv in database

Group 4/Set 4/Relay Configuration/ E32 Directional Control AUTO |Not fourfd in database

Group 4/Set 4/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,V,1) av Mot foupd in database

Group 5/Set 5/Relay Configuration/ E32 Directional Control AUTO d in database

Group 5/Set 5/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,V,1) Qv [Not foynd in database

Group 6/Set 6/Relay Configuration/ E32 Directional Control AUTO |Not folind in database

Group 6/Set 6/Relay Configuration/Directional Control Element/ |ORDER Ground Dir. Element Priority (combine Q,V,1) av Mot fbund in database

Port 5/SEL Protocol/ AUTO Send Auto Messages to Port Y Motffound in database

Port 5/SEL Protocol/ FASTOP Enable Fast Operate Messages Not found in database

Security Classification & Distribution
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6.1 When confirmed that no valid changes were found, assessment shall be
revised to “OK”

Compare Parameter-Set [SEL-451-5 012 - 017) - o IEE
Parametor-Sel in Database Othar Paramelorns bo Compans with
[ Paremester-Set n OB [Aaloh] EJ Poramter-Set in Felsy
3
[l Dy Bk R ::""— b . s m:mWMM'M'-thm -
. AEVEOL - Wateon CHTE21_SEL451_5Y_DIGEF_BIT2en =)
impoted gy | Ausomation Logie | AUTD_2 AEVO2 = P | N—
Fpotedfelyy Asomsiemloge MUTDL RARVORe | Fovn Fomn Bock Pan o Vikee Lt Deserotion Wil
Impttedfeley | Idsmaton Loge  MUTO_S |REVDOS =ML | o Foem s 1
Impanied Relyy | Atomation Logez | AUTDLS | RSO = _ | |Fooe Fom Fulomaion Logic , | ALITG X (ASVOOZ = B Fres fom loge | BEASCTAS_E
ipotedFnlry | Asomation Logis . AUTCLG AAFVOO3 = o e —T ] | masvoos = | | e Form Loges | Amensano_t
impoted ey |BayCoen/ 421 ALM S28AL1 B 1 Miomation Lage | ALTO_4 (AEVE0S =N | | Fros Ferm Lo | FmomaEDe 2
iposedfleley  |BmConl/  SICISM 52010 e 11 Aiomanon Loge. [AUTELS | mASvO0d | [Free Fom Loge | Brecaing s
ipoted Fieey |BayCortol/  SIALMS3AM2 B 2. | Atomation Loge | AUTO_§ aASVOI e | [ Fros Form Loge | pasmansn_e
Ipoedfeley  |BmyCorwel’  MIEIEM 0L |Brmsi 31 By Corwolr |52 MM |sanaL) | | Breshor 1 Bom _ pacazacr v |,
bpoted foley By Comvol/ | S20_ M 1 | 3 (oot sicL5M Er=C Bk 1000 maneanna :
I Impaaed-Falay Bay Cortral’” presbs ] Pk 'BHH-:W g Eay Cortl! 532 AN S2ARLT Brngkoar 7 Marm l“l‘:l'lil?i}: Y 1
H 4|1 sl B kK H 41 35T F W

Burshan ratviirn Sevinr, Py

changes are valid, just close window using “OK” button.

. I o 11
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7.1 Complete the Comparison history window:

Comparison Type:

Comment:

As found

AElectraNet

“Routine Maintenance yyyymmdd”

General | Device | Digtal Device | Relay Data | Relay Settings | Relay Setting Comparison | Asset Management | OPSWAN | Blectraliet | CT Core to Asset Links | VT Windingto Asset Links

‘ Relay Setting Comparison (Database vs Sife)

TEX:D

Relay-Parameter-5et history

Data related to selected comparison

Date Setting

Site-Setting
Created On

Set Name

Compared

Data Name

Data Description

File Name

21/08/2018 10:27 AM
/2018 10:27 AM
21/08/2018 10:27 AM

Proper In service

In service

Rev.0

Rev.2

08/09/2017 12:08 PM

Archived

Parameter Set

04/02/2015 10:39 AM

Archived

Parameter Set

24/10/2013 8:41PM

Archived

Excel Import

£

davp-bung-vY-421

davp-bung-Y-421

M 42 of 6| b B |

Comparison history related to selected parameter-set

KR

%, Dettz DB-Site | ASCII

of 1| b M |

Diate Comparison
-
Comparison

Assessment

Responsible Comment

Delta related to selected comparison

<

Routine Maintenance 20151023

Sheet Origin

Value DB

Block Path

Param.
Name:

Imported-Relay

Front Panel/Display Poirts an...

DP_ELE3

Imported-Relay

Front Panel/Digplay Points an...

DF_ELE4

Imported-Relay

Group 1/5et 1/Relay Corfigur..

G2

Imported-Relay

Group 1/5et 1/Relay Corfigur..

Z2MG

Imported-Relay

Group 1/5et 1/Relay Corfigur

Z2FP

||&| @O0

H 41 of1 | b M |

of34|> Hl

(Clottercime D

Update

.2 Click Update/Close

Security Classification & Distribution
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Noti Attachments:

> For immediate references, the following files should be attached in the
Notification when valid changes were found:

1 — Original Config file (as extracted from site)
2 — Exported config file (as converted from the original config file)
3 — Compare Excel file (as extracted from IPS)

4 — Comparison results using manufacturer’s software (As required for further
confirmation)

13
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> Read only Access — for
browsing all assets in IPS
including extracting files.

> Windows Authentication — for
working with protection
devices with RSRs (Relay
Setting Request)

ds on training required

RAElectraNet

For Other Types of IPS Logins

IPS-ENERGY™

() Windows authentication
(@) IPS-ENERGY™ authertication

User Mamge: readonty
Passwo |“‘““‘“| }
[] Use on next log

User Profile based on:
IpsUserMame

[T] Reset user settings to IPS default

IPS-ENERGY™

dcws authertication
(_) IPS-ENERGY ™ authertication
e e

rass
[] Use on next logon

User Profile based on:
Ipzlzeriame

] Reset user settings to IPS defauft

I o

Security Classification & Distribution
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Help Reference

> File >>> Global file list... File | View Options Help
I Log off Auditor

Change Password...

| Global file list...

Reload Database

Exit

> Right Click then View or

File list
EX O rt Name Comment Language Date/Time File Name  File Ext. Wersion Bytes
p " »  Routine Mai for Relays in IPS .pdf ' I : Mms Routine Ma | pdf {790708

Delete...
Edit...
View...
Export

g >

| Update | | Close |

. e o 15
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Questions?

Please call or email the undersigned IPS
Administrator.

Security Classification & Distribution
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Thank you

Presenter’'s name: Armstrong Apollo
Phone: 08 84047516
Mobile: 0405538148

Email: Apollo.Armstrong@electranet.com.au
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